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Controll sgix EcherMetf P Netwerk Devices User Manaal

Important User Information

kead this document and the dotuments fisled in the addilional reseurces section shoul installation, configuration, and operation of thes equipment bedo
vou Install, condsgure, opevate, or maintain this product. Users ara reguired 1o Familiasize thamsalves with instaliation and wiring instructsns in-addition Lo
raguirements af il applicable codes, laws, and standands.

hetivities inciuding mstallafion, adgstments, putling into=arvice use, assembly, disassambly, and mainlanance are required 1o be carriad oul by sultably
Irainad perspangd in accondance with applicable code of practica

I thiz equipmenl is u=ed in a manner not specilied by [he manulactures, 1he protection provided by (he equipment may be imgairad,

I ne avent will Bockset Automation, Inc. be respansitle oe Hable for indirect or consequantia damages resulting rom the usa or application ol this
aulpmant.

Ihe examples ard diagrams in this manual are included salaly [or ilusiralive purposes. Because ol the many variables and reguirements associated wilh
any particular instailation, Rochwell Aulomation, Inc. cannol assume resporssility of Babifily for aciual wsa basad on the exampias and diagrams.

Wi patert kabifity = assamad by Rockeell Automation, Inc. with respect o use ol inlermalion circwls, equipment, o sedtware descrified in this marual.
Feproduction af the contents of this manual, inwholear in parl, without written permissian ol Rockwell Automaticn, tnc. is prohibited,

Thrawgheut this mancal when neceszary, wa use nofes 1o make you aware ol safety cansidarations.

WARNING: Identifies infarmation abowt practices or circemstances that can cause an explosion in a hazardows environmeant,
witich may lead (o personal injury or death, property damage, or econamic loss

ATTENTION: Identifies information about practices or circumstances that can lead to persenal injury or death, proparty
' damage. or ecanamic loss. Alentions help vou identify a hazard, avoid a hazard, and recognize the consequence.

IHPORTANT |dentifeos information that s critical for successful applicatén and understanding of the prodeci.

Thase |abels may also be an or inside the equipment 1o provide specilic precautione

SHOCK HATARD: Labaiz may ba an or inside the equipment, for example, a drive or motor, to afarl peopbe that dangerows
valiage may ba present

reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be onor insida the equipment. far eample, a molor control center, o alart people to
potential drc Flash. Arc Flash will cause severa injury or death. Wear proper Personal Protective Equipment [PPE). Follow ALL
Requiatary requirements for safe work practices and for Personal Protective Equipment (PPE),

f BURN HAIARD: | abeds may be on or inside the equipmant, for example, a drive-or motor, to 2tart pecple that surfaces may

The following icam may appaar in the taxl of this decumenL

,{j |dentifies information that is useful and can help tomake a process easier to o or easier to undesstand,
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Preface

About This Publication

Conventions

Download Firmware, AOP,
EDS, and Other Files

summary of Changes

This manual descrits how you can sse ControlLagix™ Etherket/IP™ commanication modules

with a Logix #000™ controller and commanicate with varioss devices an the Ethernatf[®
metwiark,

Use this manual if you program applications that use EtherNat/IP networks with ControlLogix
controllers.

fa sure to understand these concepts and tools:
»  FactoryTalk™ Liny
«  shisdio 5000 Logix Designer™ applecatian

»  ControlFLASH Plus™
= HMis
«  BHMF toals

Downioad firmware, associated files (swch as Add-on Profiles, Electronic Data Sheats, Davice
Type Manager), and access product release notes fram the Product Compatibility and
Downdpad Center at rok.autof peda.

This manuoal contains new and updated information. Changes throughaut this revision are
marked by change bars, as shown to tha right of this paragraph.

Thiz manual was revised to-add or update the infarmation that is fistad in this tabla.

Topic Page
Adided chapler om Concurrent Communicaten KK

Fockwell dutomation Fublicasion (58 URI0GF-ER-P - Septemzes 2024 1



Preface

Additional Resources
fiutomatian,

These documents centain additional information concemning refated producks from Rockwall

Resaurce

Description

1755 EtherMet® Communicaion Roduks Instataton Inslructons.
lllttit'iltmL'l‘Sﬁ_IHﬂEﬂ

175 I:m'rdLuqu Commerication Modules Speciiications,
nublication [TE-TOO0T

SSPTPEE

Redundancy Systems User Harual, publization [T58-UR0E

Provades information on how Loinstall Etherda i IP® modules.

Specificatoss lor ConbrolLogs communicstion modukes,

| Descrives how gk L, NHTE'FD%H' manitoe, and frouteshoot Logls 515,

Cantroilogix 5hAl, s Controtlogie 5590 redundancy syeieme

Dleploying evice Lewel Ring within 8 Comerged Mantwide Eihernal drchitecturs
llegagn and Implementation Guide, publication ERET-TR0AG

Higetights: the key MCE application requiremenz. tecbrology, and supporling design
oonsacerations to help mJ:n the successfol design gnd deployment of these specific use
cases within the CPwE framewerk,

Etrernet Besign Conziderstinne Relerence Aamial publicasion ERET-RAGTE

Provades details about bow to use Etherdel!B? communicataon modulzs with Logix S000
coniroliers and communicate wah other devices on the Echertlel/ & setmork.

Etferbe | Device Level fing dpplcation Technigue publication ERET-ATC07

Ceenkzs OLA netwerk opesation, lopotogies, configurehon coneiderations and
diagnosiic methode

Etherhiet!IF Hedla Plarreng and Insialistion Hanusl
Thiz manual iz available from the Lpan Daviceflet® Vendor Azsociation (B0 aL
T wewmocheR. oo,

Priovides details about hI]I to iratall. confpere, 2 maintain linear 200 Device Leyel
IDLRIretﬂ:lsﬂ ng Eockwell Automaticn Ethesel! ¥ devices that are
equipped with embedded swiich fechnoigy.

Etrerhiat!iP Metwork Devices Ueer Manusl publication ERET-UNICE

Ciesenkes how 10 use EtherMel/ B comemosication modules o Logisx 5000 controt
gysteme:

Etherbied!|F Paralel Redundancy Protocol Application Technique,
pubiication ENET-ATO0E

Descriges now you c2a configere 8 Parallel Redurazncy Prococol (PRP| retwork with 8
compatile device or smitch.

Ether b=t/ IP Socket imerface dpplication Technique publicstion EREF-AT002

Diesomibea fhe eochiet interf ace thet poucan ues bo program B0 instroctioes by
communicale belween a Logfe SO00 controber w3 an Etherliat!IF module-and £iherne
devices that do ok auppen the EtherMet/ P applcation peotoced, such as baroods
searren, RFI0 readers, or other sandard Ethernet devices.

induztrial Auteenatinn Waring and Srounding Guidelines publication 77140

Proviges geseral gadelings For insiellng a Focksed Aubesnation mdustrezl eystem

Product Centifications wehelts, r_u]s.nulmﬁm_tﬂl:am.

Troubleshoat Etherket/|F Networks ﬁpph:a:m Techeegue,
puhication ENET-AT00T

Priovades declarations of n:u'ﬂunnlt]- n:erll!rl:am-., amd oiher certdicalion defaile

| Provides details about how t assign IP addresses o and how Lo trocblesioat £ lherRets

IF natworks and devices.

You can wiew or download publications on Literature Library: rod.autofliteratura,

Fockwell Autamation Fublicazion 1758 UBD0GF-ER-P - Septemzer 2024



Chapter 1

Overview

ControlLogix Network
Device Features

ControlLogix EtherNet/IP Network Device

Overview

Topse Page
Owervmw !
Comtroib ogic Metwerk Qevice Features 4
Etheriet!/ P Hermork Specificaticons 1l
Device Freperties infermation Vi
Zimgie Metwork Hanagement Frotzcol (SHHEF) I
Elecirnnic Keying 1
Protected Hode I
Protected Hode m a Redundanl Adapber Fair I
Sgrura Digital Cand 1
¥ Securliy 10
Paraliel Redundancy Prolocol 1
Oeiice Level RingiOLR] ¥l

Ethertet/|F™ networks are communication networks that offer a comprehensive suite of
messages and services for many automation applicatians.

This open netwark standard uses commonly avaitable Ethemet commaunicatian pocacts to
support realHimae 170 messaging, informatien exchange, and gencral messaging.

The ControlLegix® EtherNet/IP network devicas:
=  Faciltats high-spoed data transfer between Logi: 5000" controlbers ant ramate 10

modules:

«  [Connect to multiple Etherket/IP natwark topolonies.

Fockwell dutomation Fublicasion (58 URI0GF-ER-P - Septemzes 2024



Chapter]  ControlLogix Etherdet/IP Metwork Bevice Dverview

Figura 1 shows how Rockwell futomation Etherdlet/IP communication modules it into &

control system.

Figure 1- EtharNat/IP Communication Modules in a Controd System
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Chapter]  Consrollogix EtherKet/® Network Device Overview

Table 1- Etherdat/IP Communication Nodules

cat. No[ Bescription Media Communication Rate
1V5E-EM2F. TIGG-ENRIFK Ethaiat/iP tncge, fiber Fiher 10 Abps, no aula-negoiation
:EE%H Etheriel/e tridge, copper Copper 100 Hhpe
I75E-ENITF. TIRE-ERITFE EtherMaty# bridee, PR st copper [zl Copper A0 Mops
Controllngie X', eatended rempeaiue
IVRE-EMLTPAT EsherMet/& bricgs, PRP sspport lhazf Copper 104000 Kbps
IT55-ENZTH, TTSE-ENZTRE Etherdet/iF tridge, eeniecded swilch, copper [zl copper 1450 Hbpe
Contrallpglx-XT. exiended iemperature 3
VPR-ENETAT EtherMet® trdge, copper, for exreme emviranments Comper WiBE s
ContrefLogie-XT. extended temperature 1
1755 EM2TRAT Etherlat/i hridgs, embecied swilch, copper lhazd copper 1000 Kbpe
I75E-ENSTH, TTSE-ENITRE EtherdetiP hridce, smbedded swilch, copper [zl copper 1030 Mibps
175 ENGTH, ; : . 100500 Kb
175 ENATRK EtheratiiP trcoe, emisdded swilch, copper [zl Copper I ihpe p
Controllngiy- AT, exiended emperature 10000 Hbpe
Vrgl-ERU AT ExherMet/iP bricgs, smbedded swilch, copper Mk L \ibp
FI5E-EMBT, 1TR6-ENRTH Etherdet/® hridge, copper Copper HI00 Kibps
I5E-E'WER Ethamet web serer moduls Lopper 104000 Kbps
(I A toisog sumber exding in a & demies a conlomal caatiosg
EtherNet/IP Network
Specifications
Table 2 - Controllogix EtherNet/IP Cannections Specifications'!
Conpections
Cat. No. Iﬂ"t‘u-m:mll‘hu_ilh:tphl + Ethernat)
TCP ciplal
T155-ENBT =1 sl il + B4
ITRE-EN2F 128 25E 128 + 28
TT55-EN2T 128 255 [24.+ 128
FI5e-ENZTR 128 256 120+ 128
I7hE-EHITH 128 258 126+ 128
I758-EMETH 128 25 126 + 128
B0l i,
F5e-EWER £ 126+ 128

I_'I|I Indhudes Ste K coshommal coaling catelag numbens asd the AT eilrenae etvienmmi @iaiog sumbers:
(2§ Eozept fo The TTES-EHGTH, which fars separaie (M0 asd mesagingd WY OF cosnectionms. (hese mmestione can be uted lor eny comisnzlion of 10 and messgngd HEL

Table 3 - ControfLogix EtherNet/IP Data Specifications'”’

Produced/Comsmmed Tags
Cat. No. ‘Mumber of Hulticast Tags. |Unicast Available in RSLogix | Socket Services m:wn
Haxl | 5000 Software
1756-EMZF | Version L0300 or fater Yes
B ENIT ' | Version 16.03.00 or fater ‘fes
T5e-ENITR ! Varsion 26 0000 o [aler fes :
1756 EN2TR 4] | Version TTOLED or fater Yes il
756 ENTR [ Versioe 1.00.00 or kater fex
[TEE-EMGTR Werssa 200 00 or laler s
1755 ENET Versioe 103,00 o latar Mo Reviion 5.3
1758-TWER M Yex Revisian 22

(1] fecludes Be K cosformal coaling catalsn numbers azd Be 3T oslieae peanmezem] oy sumbers.
[2F Each contrelar con send o mesimum ol 33 malticess produced liteps Lo 2ne gingie comssming czotndler. | hese Sime tans ae send s stk consusmers, (e masimuom nemder s 31
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Chagter 1

ControlLogia Etheret/IF Metwork Device Overview

Table & - ContralLogix EtherNel/IP Specifications'!

Packet Rate Capacity (packels/

|
: Suppertfar | ing Metion on
Cat. No. :i'm-vl !E.d:iﬂ ESLinx™ — Extendad tha ey
i T HAI/ASE Environment'® | Metwerk Axes
[756-ENET Any (BI200oriater  [2.30 o later =000 a0 Ho Wk
ix iIEJ:[l.I]I}uri!ar 10,340 L]
756 EM2T ! 251 or later 2000 Mo ok
Iforlater  |{802000risted 2500071 bk
Txoreaier | 15200 ar kater Tino0n T
T5E-EN2T | 151w laler 2000 Ho Up ko & s
| ] [ F
IEoriater  \H200 ar leter 15,0007 supported ™
Lk 150200 or kater A1) L]
1755 EM2THT 151 o later 2000 e Up to & axes
| '] |
16 orlater i1|u:|1|]n:|ur1a.m1—| 25,0007 supported®
I758-ENITE ey %0000 orlate [&l0orlser 125000 2000 Ao M?,
1758 EN2TRAT Worler  (M400000rkte  |WiGorlm |aso0n) 2000 Yo :ﬁ:ﬁ”
ix 17012 ar |ater 255 0r later 1000 ok
IPSE-EN2TH ) 2000 Ho Up o 8 2xes
£ |ater 80200 artter™ | 255 or lter 20005 % )
TP5E-EN2TRAT 028 orlater |MIDUOGeelater |288oriser 25,0008 2000 Yot :r::“ﬁ
] , Up to 156 axes
. i & | !
[TSE-EMITR 1B8oriater  WOZD0oristed™ 255 or later 1000 000 Ho ke
+ B0OO0 withoat |« 3700 without CIP
CIF Sacurity™ Seurity
+ JR000 with 00 wiih
1TEE-ENATR Ary | 2 000 oy fater®™ | 410 ar ey integrity inteqrily Ho U 0250 B
o BODOwah  |e 1700 with supported
int=grity and inteqrity s
conficentiaity candidentialily
« B0000 without |« 2700 witheut CIP
CIF Zacurity Sevurity
+ JR0C0 with « L0 with
1758 ENATRAT Ay 0000 ar tated®! (A1 ar lter integity integrity Yo e e
« 000 with » 1700 with a
intztrity and integrily aad
con . ialiey nanﬁdez;llaiiw

(1| ‘acuges the Kiemiaimel coaling catalsn nuniem

2} 0 sumbers ane moanmm Iy pame na BEUAEE. NAVFAEE mumlrens are macdimas. |

Trsubleshmal Tobey Ret'F Apdiceton Techmigue, publichton ENET-H1008 and the EDF Tie =r o specilic Salolbg numbsf.

(3} Hadul aperais (0o brood Sempeters specrum, <3070 T (4 + 168 5] and meels RS EE-571 Dh- 1986 Class G &7 and 55, ond clilie: Qaes 10iv', C-Tick, £, ATEX Jme 2 ond 5iL 3
esuremmis [of incressel proleclioe agains! salls, carosies, maiswe comdelion. umidly, o i grosth

{4} Thisweisan is fequired ta e CF Sync'™ lechaoiogy, inegrated Hotin o (v EbbeHe (P Hetwaib, o Caic Haich keying
[GF This vales assumes fe use of 8 THE-L8x or & TTRG-1T Caminileg e montoder. Far & Ti-Lbe ConirolLogls cosinelles, St Canimiogis Costrolbe e User Hanial pubficatizn TSE-URKL
@} [P fetusity fesukes FackaryTalk® Lisx verdon EHOD or Later,
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ControlLogix Etherlet/W Network Device Overview

EtherNet/IP Network

The Ethernet Industial (EtherNet!IP) network protocal is an open industrial-ngtworking
‘standard that supparts both real-time Y0 messaging and mwauila axchange. The EtherNat/IP
nd p

natwark usas off-the-shalf Ethernet communication chipsa

ysical media.

1f you need in

Snlect this inerface

Lontrol 00 modules and drives

&rt as an adapier for (10 on remede Ether Rt P links

Communicale with other Etherket/iP devices {messages and HHI)

Hridge EtherietsIF irks fo roule messages 1o devices on otier networks

[766-ENF, EE-EN2FK

[T66-EMET, T756-ENZTH, T756-EM2TXT
[T66-EMITR, 1W5E-ENXTPK, ITGE-ERZTRT
TI56-EWETE T7hE-ENITRE. 1756 ERETENT
[TRE-ENLTR. TTRE-ENSTRE, TPSE-ENGTRYT
TIR6-ENHT, VBE-ERETH

Support Uevica Level #ing [ OLRY and Srear opologies

[756-ENETR, TThE-ERTITRE, TT06-ENZTRKT
TPe6-ENTTR. TThE-EMITRE
[F66-ERATR. TTRH-ENSTRE, ITSB-ENGTRAT

Lupport for Paralel Redundancy Protoook

[756-ENZTR, [T55-EMZTPE, TTRE-ENITRAT
1756 ENTE T 17ss-ENGTREN GE-Ena TR

Support fer Redundant Afaptess™

[F66-ERATR. TTRH-ENSTRE, ITSB-ENGTRAT

Prowide condrod in envronments where temperatures rangs from <3570 °C |-15._« 158 “F]

[66-ERETRIT
[FR6- EMETRNT
[T66-ENETET

TIGE-ENGTRET

Secore socess 10 6 comral zystem from within the plant netwoni

[7e6-ENGTR. 708 -ERSTRE, [7S6-ENGTRAT

Uz & Imlerret browser (o aocess tags remobely in e ControdLogie comroler
{ommunicale with ether E2herketdIP or ceneric Ethemet devices |reszaging oedy: s 10 contral)
Hridge Etherdetd P Bk to roule messagesto devices on otber netwacks

ITE-EWER, TPS8-EWEEK web apraer

Ml Garting wieh limware neisios G001

2} Fndundasi bfapieis remuite versos S0 ond highes (imeiene. See ihe Pogugt Conpatibilty oed Sowiped Cester {PIOC) e shat limware

Fockwell dutomation Fublicasion (58 URI0GF-ER-P - Septemzes 2024 i



Chagrtesr 1 ControlLogia Etheret/IF Metwork Device Overview

Device Pl'ﬂllll'ﬂtﬁ You can use FactoryTaik Line Network Browsar fo view:
Information +  Cataiog Numbar

«  Manufacture Daie

«  Warranty Numbar

«  Beries

Thiz-applies 1
«  TISE-ERZx modules mamufaciurad with firmware revision 12.001 or later.
+  T/55-ERGTR modutes manufactured in July 2022 or [ater with firmeare revigion &007ar

lator,
Example Module Nanufactured with Carlier Firmmaars Module Manafactared with Later firmware
rrme DHewiiod Lk iles o Tastin | mimes
i 1P Wil M. iz ima Piwei I 7@ BT
e Bapyess ppmam gni e Bagling ELEES Tpchaal aprapan sl fisim,
Biniaa] bapn Framrd Ljm I}
Fremin Csts e Fradir Do i |
= EETN GEaE MiEies =TTy
+ eyt Calpmmy b | T [RTEGT
Mg dpires lles b iees s 0 WS
Hedces lpomes 0 51 Farrare b L
= Ty = T
il e a
rh.l.l- Fiies
Tiva # Fumr b by limi | D4 Pl Baiajrass |
B b b BT I EEY biim Ly [~ 3w i)
5il‘|‘||l|ﬂ MNetwork SKMP anables the device to be remately managed thraugh other network management
Man ment Protocol saftware. SNMP defines the methad of communication amang the devices and also denotes a
menager for the monitoring and supervision of the davices. For more informatian aboat SNMP,
(SNMP) see the Ethernet Referance Manual, publication ENET-RMOOZ.
Cat. Ko, Detaull Status Akility te Blsable SHAP
M5h-ENE
ITER-ENIT
TRR-ENZTE | 0t weth femavare revison 12000 or [&er Yee with firmware revision 12001 or leter
e O with firmmare revigion 100 or earlisr No with firmware reveaion ILO0Y or earlier
TT56-ERETH
1T5R-ENTTR
oA-ERGT® | Oif o3

SMMP Passwards for these modules can be changed. For information on how to change the
SHMP Passwarc, see the Knowledgebase Technate SNHP Posaword ond BIE Configuration,

Disable SHMP

Ta disable SNHF, ses Hizabla/Enable Simple Matwork Management Protocod {SNMP) on paga Té.
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Chapter]  Consrollogix EtherKet/® Network Device Overview

Electronic Keying

Elactronic Kaying

reduces tha possibility that ywou use the wrang device in @ control system. |t

compares the davica that is dofingd in your project to the instalted device. IF keving fails, a
fault occers These aftributes are comparad in the following table,

Attribute Deseription

Vendor The device manulacturer,

DeviceType | The general lyna of the product, for axample, digital 10 module.

Product Cede The epecific type of the prodact. The Product Code mape 1o & catalog number.
Hajor Bevizion i number ihat represents the functions! capahilities of 5 device.

Minor Revision | A number that represents behaior changes in the device

The following Electronic Keying options are avaiighla,

eying Option | Description

Comgatible .
Module .

Lets the instalfed device accept the k2y ol the device thet |s defined in the project when the
inslalizd device cen emedate the defined device. With Compalible Hodue. you can typicely
replace 8 device with another device that kag the folowing characteristice:

fisme calsog number

Rame or higher Hajor Revizon

Hinm Revizion as folows:;

- |F the Hajor Revision ic the tame, the Rinor Revision musl be P seene or higher.
- | the Hajor Reviean i bigrer; the Hinor Revision zan b any ramber,

Jizable %eying

Indicates shat the keyrg atirihutes &e not considered when attemaling io communicsie with

dewice. With lisable Keyimg communication cam eccor with & device ather than the Gpe
ﬁ:ified inthe profect.
ENTHON: Be cautimss when using Dizaste Keying: if used inoomectly, this option can ead bo
rsonal injury or Geath propery damane, o BLoCoemic |0ss.
& gtrong by recomenend Ehat you do nof wse icatde Keyieg

it you uz= Dezable I.-ajinq,Frru muist take full reeponainility for undersiznding whether he
device being zed can fulld

| the furctional requirements of the application

Exact Haich

Indicates that sl keying atiributes must match b2 establizh communication. I any attribucs
does rof match precisely, communication weth he device does not oocur.

Carafully consider tha implications of each keying option whan seéacting one.

INPORTANT

Changing Blactronic Xaying parameters onling interrupts conngctions to
the device and any devices that are conngcted throwgh the device.
Connactions from ather controllers can alse be broken,

If an 10 connection to a device is interrupted, the result can be a loss of
data.

For mare cofaied

information cn Electronic Keying, see Electronic Keying in Lagix 5000

Control Systems Application Technigue, publication LOGRC-ATODL
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Chagrtesr 1 ControlLogia Etheret/IF Metwork Device Overview

Protected Mode

Thie TIRE-EMZF, T708-ENZT, Tro6-EMZTP, TT56-EMETR, T76-ERATH, and Tib6-ENYTR support

eplicit profected mode" ¥hen in this muode, the madule does not allow any configuration
changes.

The only exception is for CIP Sacuerity devices suech as the TIRE-ENGTE. For those, if & security
palicy fas slready been deployed to the modele. then that security poficy can ba modifeed
while in explicit protected made. If a security palicy has not yet bean deployed to the madule,
then explicit protectod meda w prevents &n initisl policy from being deployed.

Enabling Explicit Protected Mode

To enable the madule & an “explicit protected mode state”, follow these steps.
1. =ettha rotary switches to position "B00T.
L Power up the davice, and wail for the display o scroll, Protected Mode - Change Switch

salfings”,
L. Power down tha device,
& . 581 tha swilches for normal operaticn.
B Power up the device.
b The davice is now in Explicit Frotecied Mode.

Operation in Explicil Pratected Node

Yihile operating in protected mode. the module rajects any CIF spiicit messages that would
changa the cenfiguration of the module. For axample, you cannot changa the 1P address,
spoed, ar duplex settings when the module had Explicit Protected Hode enahlad.

IMPORTANT  When used in a Redundant Chassis Pair{RCP)with Controlbogix
controdless, tha Trag-ENZwTIoE-EMGx EtherNat/ 1P communication
madules have a special case for the Time Sync abject, where tha
PTP_Enable attribute is allowad ta ba set from the backplana,

This is needed to allow the controller to set the PTP enable using
uncanneciad messaqing in the secondary (it is set via a class 1
connaction in the primary controltar, and in non-ACF casesl

Disabling Explicit Protected Hode

Ta disable the "explicit protected made state”, follow these steps.
1. Settha rotary switches on pasition ‘000

2 Power up the device, and wail for the display o scroll, "Unprotected Mode - Changs
Switch Settings”.

§.  Power down the device,

& . 581 tha swilches for normal operaticn.
b. Powerup the device.

B The davice is now in Unprotected Mode.

10 Eer TRSE-IMIF, TEE-ENET, TR TR, aed TFSE-CRITR ersans TLOG and iater,
For THE-INITF and THE-TNATR b wrsines
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Chapter 1 ControlLogix Etherlet/W Network Device Overview

Protected Mode in a
Redundant Adapter Pair

The TISE-EMATR supports explicit protected mode in-a redundant adapter gair, In this moda,
the medule does nat allow any configuration changes.

Enabling Explicit Protected Mode in a Redundant Adapter Pair (RAP)

To enable the madule i an “exphcit protected mode state in RAF, follow thesa steps,
1. Put your system in a qualified state,

2. Remove the socandary device from the chassis, put it in explicit mode using the
methods that are found on page 1E and insart the module back inta the chasses.

The system is gualified with the message "Expiicit Protected Mode Mismatch” an tha
module dizplay.

3. Force a-switchdver either using ADP service ar gisconnect the cabla.

4 Remove sacondary | previous primaery} device, put it in expiicit mode and insert modale
biack.

Tha system has enabied axplicit protectad mode.
Disabling Explicit Protected Mode in a Redundant Adapter Pair

T disable the madule in &n "explicit pretected mode state i RAF, follow these steps.
1. Put your system in a qualified staie,

4 Remove the secondary device from the chassis, put it in nen-protectad meda using the
matheds that are found on page JE &nd insert the modele back inta tha chassis,

The sysiem is qualified with the message "Expiicit Protected Mode Mismatch® on the
module dispday.

3. Force a switchaowar either using ADP sarvice or disconnect the cable.

& Repmove secendary | previous primary | device, put it in non-protected modeo and insert
madule back.

Tha system bas disabled explicit protected mode.
How to Determine if the Module is in Explicit Protected Mode

To determing iT your module is in explicit protected mode, either view the ADP Module
information page, or create a Genesic CIP messaqe. Set the following parameters:

= Garvice Type: Get Single Abfribute
« [lass=1

« |nstance =1

«  Attribute = S{Heox|

The Destination Element Tag must be the INT type. Bit ¥is explicit pro@cted mode and a valug
of Tindicates that protected mode is enabled.
EEIEETTEETEE——— |
Codumews | [armgmees | Tay ||

e e ST -

e [ o summef S
'5..""-' [ - e v T 3
wcr[1 el e |

A bl ) Eren weeny ) e A Dorw Lo &
3 e Bl ™ il L =

I J bt ]
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Chagiter 1 ContralLogiz Etheret/ IF Heiwork Bevice ferview

Secure ﬂiq:itﬂ Card The TIRE-EMATR uses & Secere Digital (50) card to store:
«  Mpduba firmware
Modula configuration
Fault bgs

You can provide the fault logs to technical support rather than shipping than entire
module

The &0 card slet i= inside the front panel of the module.

1T5-IRATR

[=f=d
Feria

— -

BEREF

™

S0Lard mside troal panel.

i) i)
=l ]

Trhardet P Ethanidmkilfr

When the device i powerad up, the device uses the confiquration from the 50 card iT the
configuration does not exist in the device. When a blank 50 card is inserted, or powered up,
the configuration is copied from the device to the SO card that was inserfed.

ff the module powers up with a configuration that does not match the configuration on the
alreaty irseried S0 card, the confiquration an tha 53 card iz used ard copiad ta the modele

IMPORTANT  The T756-EN4TR does not save the CIP Security confiquration
informatian ta tha 50 card. On powar-up, the CIP Security setling
returns-to the medule defawdt satting.

If the medule is already powered, and an S0 card iz inserted, a warning message is displeved,
.i’ "r'" To z2e ather potential érror messeqes, see Table 12 on paga 80

To chanpe thase results, fo one of two things. One option is 1o do an out of bEox reset on the
mpduba, if ywou want to use the cenfiguration an the 30 card. A secand optian is to modify one
of the configuration settings on the device, if you want to use ihe cenfigueration on the device.
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Chapter 1 ControlLogix Etherlet/W Network Device Overview

CIP Security

IHPORTANT  |If an 50 card with a vali configuration is mseried into a T76-ERG TR
module that does not maich, an ermor i dispéayed on the status display
on the frant of tha module warning af this mes-configuration. If the 50
card is intendad to be used in the TT6-ENST R madule it must ba cleared
by extarnal means and reinsartad. |f this is nat done before the next
prwer cycle of the 1756-ENSTR with the non-matching configuration, this
canfiguration is copied to the TTRE-ENGTE with all sattings including the
IF address from the origing! module, This can passibly cause an [P
pddress condfict.

The TIRE-EM4TR supports the use of a 1764-501{168}and 1784-502 (2 6B)card. You can use
third-party S0 cards with the device. You can use 50 cards with as mech as 32 6B of memory.

INPORTANT  Rockwell Automation does not test the use of third-party 30 cards with
the device.

If wou u=e an 50 card other than those cards that are availabla from Reckwell Automation,
unexpectad resigts can occur. For example. you can exparience data cormuption or data loss.

30 cards that are not provided by Rockwall dutomation can have differant industrial,
arvironmental, ard cartification mtin?s as those cards that are avaitadhe from Rockwed
Automation. These cards can howe difficully with survival in the samae indestriad enviranments
a5 the indestrially rated versions available from Rockwell Automation

Disable Secure Digital Card
Ta disable the 80 card, zee Disable/Enable the S0 Card on poge 68,

CIP Security™ iz & standasc, open communication mechanism that is defined by the Open
BeviceNet® Vendors' Association (0YA) that helps to provide a secure data transport across
an EtherMet/1P™ natwark. |t etz CiP-conracted devices authanticate each ather bafore
transmitting and recaiving data.

CIP Security wses the follawing secarity properties to heip dovices protect themselves Trom
miEicious communication:

«  Davice identity and Authantication
+  Data Intogrity and Authenfication
« Data Confidentiality

Fackwed ditomation uses the feflowing products ta imploment CIF Security:

FactoryTalk Services Platform, versien 611 or later, with the fallowing components
enabled:

- FactoryTalk Paolicy Hanager

- FactoryTalk System Servicas

FactoryTalk Ling, wersion 6.7 or later

Studio 5000* Design Erwironment, varsion JL00.00 or [ater

CIF Eecurity-anabled Rockwell Automation products, for exampie, the proguct
described in this publication

For mare infarmation on CEF Security, including which praducts suppart CIF Security, 2ee the
CIP Security with Rockwell Automatien Prodects Application Techniguee, publication
SECURE-ATOOL
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(Chagrter 1 ContralLogiz Etheret/ IF Heiwork Bevice ferview
IHPORTANT  Recundant Chassis Fair

TIGE-EN4TR modules with firmware revision 4001 support CIF Security

whan used in @ redundant chassis pair with ContralLogix 5580

cantroliars that have firmware revision 34.000 or [ader. This supports

program uploadfdownload!monitor/HH {not 170

= The TRE-ERSTR pair must be configured for non-iF address swapping.

« The TRE-EMETR pair cannot be configured for redundant adapter mode
while used In & redundant chassis pair with ControlLogix 5580
controllers.

« The TIBG-EN4TR pair that iz configured for CIP security cannof be used 1o
comminicate with remote 10, because 170 in Controfloqix redundancy
requires mudti-cast. A second T7RS-ENSTR pair is roquired for WL

Redundant Adapter Mode

CIF Becurity is not yet supported when the TIBE-ENGTR iz in redundant

adapter moade for remote V0.

If a T756-ENSTR is instafled and using CIP Secority, and it is reconfigured

to be part of a redundant adapier pair for remote U0 the modwle foses

itz CIP Security configuration. When this poours, the 170 chassis will lose

communication with the controfier, AL this paint, the CIF Security palicy
miust be rEIiH;]lﬂﬁl'ﬂl:l.m
|1:I CIP Secertty s mal supperisd & redundan) adeplers: See Chaplo 4 an pogs 43
Syslog Event Logging
The T56-ENSTR module supports sysiog event logging. Do not use FactoryTalk AssetCentra far
lagging if you want o use a sysiog collactar.
Choose a syslog coblecter that sepparts the fefiowing:
«  RFC-B&24 =yslog protocaol
«  Whility to receive maessages from tha 1758-ENSTR module
To set the P address of the syslog caliector, use FactoryTalk Poficy Manager software,
IHPORTANT  The I'BE-EN4TR module must be connaected 1o the same natwark as the
syslog collectos.
For more infarmation, soe:
«  [IP Security with Rockwell Mztomation Products Application Technique, publication
SECURE-ATOO].
Logix 5000 Cantrofier and 170 Fault Codes end Syslog Messages. pubfication 756-RO0MN.
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